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PLEASE NOTE

The 1985 DDN Protocol Handbook is not in itself an official MIL STD. It is a compilation of DoD
protocols collected for informational and reference purposes only. Potential contractors who use the
material contained in the Handbook to respond to Requests for Proposals (RFPs) or to bid on government
contracts, do so at their own risk. Unless this Handbook is specifically cited as the prescribed source to
use, we strongly urge that you check with the contracting agency or the Naval Publications and Forms
Center (NPFC) to verify that the versions of the MIL STD protocols on which you base your effort are, in
fact, the latest versions. The postal address for NPFC is [Naval Publications and Forms Center, Code
3015, 5801 Tabor Drive, Philadelphia, PA 19120.

“The Development of Communication Standards in the DoD” by Philip S. Selvaggi. Reprinted from
IEEE Communications Magazine, Vol. 23, No. 1, January 1985.

DEC-2065 and TOPS-20 are trademarks of Digital Equipment Corporation.

DDN Protocol Handbook. First volume of three-volume set. Printed and bound in the United States of
America. Published by the DDIN Network Information Center, SRI International, Menlo Park, CA 94025,
Date: December 1985
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INTRODUCTION

VST

SECTION 1. INTRCDUCTION TO VOLUME ONE

—¥olume Ones of the three-volume 1985 DDN Protocol Handbook contains an overview of
the protocol standardization process and policies within the U.S. Department of Defense .
(DoD). It discusses the roles of the Defense Communications Agency (DCA) and the
DDN Program Management Office (DDN PMO) with respect to this process. Detailed
specifications for DoD military standard (MIL STD) computer communication protocols,
which are required as part of the protocol suite in use on the Defense Data Network

N AR

{1

-
»

.. (DDN), are included. The Handbook also outlines the role of the DDN PMO in DDN
s configuration management, and provides instructions for obtaining additional protocol
information.
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SECTION 2. OVERVIEW

= The 1985 DDN Protocol Handbook is a set of documents which describes specifications

¢ for MIL STD communication protocols, experimental protocols, and de facto protocols
in use on the DDN and the Defense Advanced Research Projects Agency (DARPA)
internet. (The term "internet™ is used here to denote the overall topology of the
vatious interconnected networks using the DoD internet protocols). The Handbook

N includes the official DoD MIL STD communication protocols in use on the DDN,

r ARPANET research protocols currently in use, and some of the protocols currently

{Z:_ undergoing review. Also included are background information, policy information,
implementation guidelines, and instructions on how to obtain other protocol information
of interest.

Plla

o

Please note that many of the protocols and RFCs that make up the various sections of
this Handbook have previously been printed as separate documents. Consequently,
some of them have their own separate page numbering. So that the reader can easily
distinguish between the two sews of paging, the page numbering for the Handbonk as a
whole is centered below the {ooter line, whereas any page numbering specific to an
individual document is printed above the footer line. 3

2.1 Purpose of the DDN Protocol Handbook
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The primary purpase of the DDN Protocol Handbookiis to serve as a guide for those
planning to impiement the DoD suite of protocols on various computers to be attached
to the DDN, including the ARPANET. For this reason tutorial information and
suxiliary documents are included in addition to the protocol specifications themselves.
All of this information has been collected into one set of documents that can be used as
a source book for implementation purposes. R . , L S

e

f;, Military agencies or their contractors who are installing or planning to install Local
. Area Networks (LANs) or any other type of network which needs to be compatible with
% the long-haul DDN, will want to consult this Handbook for information and guidelines.
% The Handbook provides a means whereby companies and vendors wishing to do business
& with the DoD can review the protocols required and adapt their products or efforts
. accordingly. It is to the government's advantage to be able to purchase off-the-shelf A
. products compatible with its computer communications protocols, 75 these products can 29
be purchased at a considerable cost savings compared to individual custom !:J
implementations. m' g
;a.‘.;',
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The Handbook is also widely used by researchers in computer science and network
communications. Many programmers, computer scientists, communications researchers,
and protocol experts have reviewed and/or implemented these protocols and have
provided valuable suggestions and feedback to the developers. In the process, they have
contributed ideas and improvements which have made the protocols exceptionally
robust and networthy.

The DoD suite of protocols preceded many of the international computer
communication protocols, and so architectural and technical features of the DoD
protocols have been incorporated into national and international standards. Members
of the various standards bodies have found vhe Handbook useful for reference and
comparison.

2.2 What the Handbook Contains

The 1985 version of the DDN Protocol Handbook updates and obsoletes the 1982
documents entitled Internet Protocol T-ansition Workbook, Internet Protocol
Implementor’'s Guide, and Internet Masl Protocols, and also the 1983 document
entitled, Internet TELNET Protocol and Optionas.

Since 1082, when those documents were issued, many changes have taken place in DoD
network communications which necessitate the issuance of this new version of the
Handbook. Several protocols which were experimental have now been revised and
issued as military standards (MIL STDs). The DDN has been created, and the
ARPANET has been split into two networks, the ARPANET and the MILNET. Both
the ARPANET and the MILNET are unclassified portions of the DDN; however, each
network serves a very different purpose. The MILNET is an unclassified operational
militsr; network, whersas the ARPANET remains an experimental network for research
and development. These major changes in function and mode of operation of each
network are reflected herein by dividing the Handbook into three volumes. Volume
One contains the DaD operational MIL STD protocois in use on the DDN. Volume Two
contains the current official ARPANET research protocols. Volume Three contains
guidelines and auxiliary information useful for implementing either set of protocols.

It is important to note that, at the time of this printing, the MIL STD proto~ols have

ementially the same functionality as the ARPANET protocols. This may change in the :I-',jﬁ'_
future. The MIL STD documents use a formal state machine description in place of the }:;;,,
functional deseription found in the corresponding ARPANET documents. The -—
ARPANET protocols differ slight'y from the MIL STDs by offering the implementor oGS
more choices of implementation detail than do the MIL STD documents. Otherwise, the '-";:. .

protocols are essentially the same.

1-4
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Several auxiliary documents are included in Volume Three, such as a list of assigned
rumbers, tiie ASCII character set definition, guidelines to implementation details, and
the like. These provide additivnal background information or reference data for
implementar-,

Also included is an overview of the administrative process for the review and acceptance
of protocols as military standards by DoD and as ARPANET experimental protocols by
DARPA.

2.3 The Role of DCA in Protocol Standardization

Under the Defense Standardization Program, the Defense Communications Agency
(DCA) located in Arlington, VA, has been designated the Area Assignee for the
development of long-haul communications standards. In this capacity, DCA provides
technical guidance and coordinates the efforts of the various DoD participants in the
DaD long-haul standards program. Secticn 2.4 below explains in detail how DCA
carries out this assignment and how its efforts are integrated into the overall Defense
Standardization and Specification Program (DSSP).
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OVERVIEW

The
Development of
Communications
Standards in

the DoD

Philip S. Selvaggi

A detailed overview of procedures
in the military standards-making
process

MAIABNI/AS /M OOIM]D SO AN S 1043 IEEE

43

N RECOGNITION of the extreme importance of standardiza-

tion within the Federal Government, Congress passed the
Federal Cataloging and Standardization Act in 1952, Immedi-
ately thereafter, the Department of Defense (DoD) established
the Defense Standardization Program, with the purpose of
meeting the intent of Congress within the Department of
Defense. This article briefly describes the aims, policy
issues, problems, and philosophy of the Defense Standardiza-
tion Program, and then elaborates on the workings of the
Program with respect to communications standards. The
article then goes on to describe the development and
methods of coordination for long-haul, tactical, and common
communications standards. Following this, brief descriptions
of the DoD Operation and Maintenance Standards are
provided. The article then continues with a treatment of the
DoD Data Protocol Standards Program. In order for data
networks to be efficient and reliable, a viable set of protocol
standards must be developed for their use. This portion of
the article describes the DoD needs in protoco! standards.
how it has organized to meet these needs. and concludes
with a description of future DoD efforts in this area. The
articie then concludes with a summary of other standardiza-
tion activities which impact the DoD's standardization
programs and activities.

Ospartment o Defense Standardization Program
Introduction

Communications systems designed to serve a wide variety
of users very often must procure equipments and facilities
from many different sources. To design such systems
effectively, a group of viable standards is necessary in order
to achieve the DoD objectives of interoperability and required
performance levels in a cost-effective manner. Further. when
such cemmurications systems are required to interface with
other communications systems, standardization 1S even
more necessary because of the need to cleariy define the
network interfaces. maintain network functionality. and
preserve expected customer service. These assertions are
supported by the fact that considerable activity 1s currently
underway in national and international standards organi2a-
tions for the purpose of addressing these issues. On the
international scene. the CCITT and 1SO have full programs,
supported by many maetings throughout the year. which are
well attended by representatives of carriers and equipment
manufacturers. Standardization groups on the national scene
are 3lso very active in many countries Within the United
States. fer example. the Electroric Industries Association
{EIA) and the American National Standards Institute {ANSH)
are fully as active as their international counterparts and
their proceedings are just as well attended

Within the Federal Government. similar pressyres have
existed for the development and maintenanca of a viable set
of standards for several decades These pressures were
responsible for the Congressional passage of the Federal
Cataloging and Standardization Act in 1952 The objective of
this 3Ct was 10 enable the Federal Government 10 benelit
from the many advantages ci standargization The Depart-
ment of Defense. also interested i Denehiting from the
positive aspects of standardi2ation. quickly established the
Defense Standardization and Specification Program (DSSP
in the same year The aims and odjectives of the DSSP are

Mouary 1Uns-\Vol. 23 No.
1IEEE Communicalions Magazine
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basically similar to those of all standardization pragrams,
with one important distinction, however—the DoD must
design its communications systems to work reliably in a
military environment. Commercial systems, for the most
part, work in a relatively benign environment. Hence, there is
no need for these latter systems to operate at the levels of
performance or to provide the spccial services that military
networks must provide. Because of this fact. commercia!
standards groups rarely take normal military requirements
into account when deliberating over the content of a new
standard.

Tha Defense Standardization and Specification Program

The basic policy regarding DoD standardization is con-
tained in DoD Directive 4120.3, The Defense Standardization
and Specification Program. The primary objective af this
program is to ensure that optimal materiel standardization is
achieved during the design. development. and acquisition
process. This abjective is achieved by applying standardiza-
tion principles, such as item commonality, interchangeabulity,
and interface compatibility in engineering and acquisition
management. The objectives of the DSSP are achieved by the
techniques identified in Table |. If readers desire greater
detail on individual aspects of standardization under this
program, it may be obtained from {1} and (2].

The DoD standardization program involves the preoaration
and use of a broad range of equipments. parts, materials.
processes. and practices described in specifications. stan-
dards. engineering drawings. data item descriptions (DID's).
purchase descriptions. and Commercial Item Descriptions
(CID's). A guide to the full complement of these documents.
the DoD index of Specifications and Standards (DoDISS).
currently lists more than 45000 active standardization
documents prepared by DoD activities. other Federal
agencies, or industry groups. To support DSSP objectives.
more than 7000 standardization projects are either underway
or planned. The primary objective for all of this 15 to achieve
a state of materiel standargization within the Department of
Defense that will reduce duplicative deveiopment and testing
costs and control the proliferation of items in the inventory

TARLE |
Jransacuzanien Ticwmours

© Qeveleping standardized products and practices to salisty mihi.
tary requirements

o Preparing standardizaton documents lor engineenng and
CQUIS1on use of tequired standardized products and pracies

o Prevealing the preparation of duplicative and overiapping
descriptions of matertiels and services ifor example specifica-
nons standards purchase descripions drawings and dalal

® Fasiering the reuse of praven technology 10 saiisty new
LQUIDMEN! of System requirements angd repetitive use of design
features within equipments ang systenis unter and intrasystem
standardization|

o Eotadlishiag. a5 appropriate umiorm types and grades classes
ang sizes of terms and fevels of performance requirements
which Geline the CharyCiensis 6f maienel

5 Uaveleping methods 10t sysiemalically reviewnng items in the
nveniory 10 reduce viniehies and sizes 10 the Mimmum numbet
<Ompal:die with the operahing needs of military services

January 19MS=—=\ol 28 N
'EEE Communicationas Magazine

The Defense Standardization and Specification Program is
a decentralized program with overall DoD policy, guidance.
and administration centered in the Office of the Under
Secretary of Defense for Research and Engineering {OUSDRE).
Advice and guidance on standardization issues are provided
to the OUSDRE by the Defense Materiel Standardization and
Specification Board (DMSSB). staffed by Flag Rank/Senior
Executive Service representatives from each Department, the
Defense Logistics Agency (DLA), and the Ot'ice of the
Secretary of Defense. Overall management of stardardization
policies. procedures, and guidance is the responsibility of the
Director, Standardization and Acquisition Support within
OUSDRE. Day-to-day operations are delegated to the Director,
Defense Materiel Specificaticns and Standards Office
(OMSS0). Within each Service and the DLA. a Departmental
Standardization Office {DepSO) has been established to
manage those portions of the DSSP assigned to the
respective Department or Agency.

Products used by the military are grouped into logical
families. such as space-vehicle components. flight instru-
mants. and land mines. These individual fam:ties of products
are given the designation of Federal Supply Classes {FSC's).
Management and engineering practices. such as rehadility.
safety, and configuration management. are identified as
Standardization Areas. For each FSC and Standardization
Area, a military organization or DoD Agency. known as an
Assignee Activity (for FSC's) or Lead Service Activity (for
Areas). is delegated the responsibility for analyzing.
planning for. and ensuring that optimal standardization 1S
achieved. For example. the Defense Communications Agency
1s currently the Area Assignee for the development of long-
haul communications standards for the DoD. wnile the
Army's Communications Electromics Command (CECOM) 1s
the Area Assignee for DoD tactical communications
standards

Development of the actual specifications. standards and
related documents is performed by DoD organizations known
a5 Preparing Activities {ts the Preparing Activity § respons:-
Dibty to develop. maintain. and coordinate individual DSSP
documents. and to ensure that they meet DoD missio-
requirements Assignee Activities/Lead Service Activilies
may also function as Standards-Preparing Activities A:.
sociated with the Assignee/Lead Service Activities ar:
Preparing Activities are several other DoD arganizations o
example. participating activities custodians review anc
user activities. and agents, that assist i the planmng
management review. and preparation of FSC. Standardizatio
analyses, plans, and standardization gocuments

Pracedures for preparning and cuordinating these ancu-
ments are outined 1n DoD 4120 3-M. Defense Standardization
Manual A simphlied organization chart showing the rela-
tionship among standardization management otfices s
shown 1n Fig 1 Following 1S @ brie! description ot he
vanous categones of DoD documents deveioped under ihe
psse

Stangaragization Documents

DoD tequirements for repetiively procured D:OBuC!S X'+
descnibed 10 speciticat:zns while services prachces oo
cesses and Gala are cescribed n 31ancaras Joth catego-
of documents have a poSitive 1MPact on the compen,
procurement process Their primary putpose 1S to commy
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Fig. 1. GoD siructure for stenderdization menegement.

PREPARING
ACTIVITIES

AGENTS

cate requirements to potential or selected contractors dy
Clearly defimng required technical charactenstics These
documents are as essential to the acquisiion management
process as the funds that are used to procure the goods and
services

In order to stintulate maximum competition and contractor
creativity, 1t 1s DoD policy 10 use performance-onented
specificaticns and standards. rather than design speciti-
calions wherever possible The goal 1s 10 indicate what s
required of an item rather than how 10 design. develop. and
manufacture the item in utihzing this approach. there are
obviously trade-offs to be made in certain specihic situations
Quality logistics and standardization considerations some-
imes mandate a comprehensive and complex statement of
requirements The DoD strives 1o maintain a proper ba‘ance
of these objectives in the specificatior: process Standardiza-
1on policies support the philnsephy of encouraging the use
of performance specifications byl they also ecogmze that
excephions 0 s phmilosophy are often necessary ard
dereticial

DoD Standaras ana Specihications Document Calegories

Soecifications and standat@s useg by the DoD are divided
into three Qroups —Fegeral miintaty  and nongovernment

45

Federal specitications, including Commercial Item Dascrip-
tions (CID's). cover the very large number of Civilian-type
products and services used by the Department of Defense
Military specifications and standards descnibe products and
services that are inherently mibtary in nature The term
“nongovernment standards” refers to specihicatons and
standards issued by private sector orgamizalions «not
individual companies) which describe goods. services and
engineering praclices commonly available 1o the general
pubhc

A basic order of preference has bdeen established for
prepanng and using these standardization gdocuments
Where 3 responsive nongovernment standard is avaslabie iot
can he made availadle in ime) 1t shall be used rather than
prepanng and using 3 Federal or military document Where 3
nongovernment siandaré does nol exist lor 3 commerCial
product or practice or 18 unacceptadle tor DoD s intenced
apphcation. 3 CID should be prepared and used When a more
detailed description is required of 3 commerCidl product than
15 permutted i 2 CID or the item 1s militaty-umque a Federal
ot mibtary specihication or standard should De used
Exceplions to the mandatory requirements for these farmai
slandardization documents are Drovided n Detense Ac
Quisinon Regulation Section 1 Parf 12

hiodnsafy 19—\l 24 No o
S Campsnnnnetnte ationns Napdasiise
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Federal Series Documents

Commercial Ytem Descriptions (CID's) are simplitied Federal
specifications that describ~ the key, salient physical and/or
tunctional characteristics of acceptable commercial (or
moditied commercial) products. These documents are in-
tended to be developec and used when there is reasonaole
assurance that a salisfactory product from a commercial
supplier can be obtaned without the need for specifying
special design. testing. quality control, or packaginy and
marking requirements. Where a minimum of speciaf require-
ments 1S essentiai to assure the receipt of an acceptable
commercial (or modified commercial) item, these may be
included. As the need for greater detail or unique require-
ments increases. Federal specifications. rather than CiD's,
are prepared. CiD numbers can be recognized by the
constant. nonsignificant “"A-A-" identitier {for example.
A-A-5065¢, “Life Preserver. Vest, Adult or Child").

Fadsral Specifications are developed when an acceptable
commercially available product or service exists. but
specitic design. performance. interface. or other essential
characteristics cannot be adequately described in a CID.
Federal specifications cover material used by. or with the
potential for use by. two or more Federal agencies. or new
items of potential general applications. Unlike CID's. Federal
specifications generally contain a complete description of
required items or materials and the provisions for deter-
mining compliance with the requirements. Federai specifica-
tion numbers are made up of two groups of letters. foliowed
by numbers. such as HH-I-524, “insulation Board. Thermal
(Polystyrene) * The first group of letters identifies the
commodity and the second represents the first letter of the
title.

Federal Standards cover engineering or management pro-
cesses. praclices. or techmques having multiple agency
interest. These documents are identified by the indicator
“FED-STD-" preceding the document number. for example,
FED-STD-4, “Glossary of Fabric Imperfections.”

Miltary Series Documents

Military Specitications are complete descriptions of products
which are intrinsically military in character or sigmhicantly
moditied commercial products requinng special features.
design. packaging, or quality assurance 1o satsfy mihtary
needs Military specifications are identified by the prefix
"MIL”™ or 000" (lor documents in the metnc system)
followed by the first letter of the first word in the title of the
document. (for exampie MIL-W-5013 “Wheel and Brake
Assemblies. Aircraft™)

Mititary Standarés are used 1o descride engineening and
management processes methods. design critena. dats
generaung requirements testing techrmiques. and detimtions
The processes defined by the military standards are of
primary concern 1o DoD acuwviies These documents are
prepared either in book form. indicated by the prefix “MiL-
STD- " or 'DOD-STD- tor metric slandards) fotiowed by the
document nympber for 2xampie MIL-STD-985 Parts Control
Program ) or sheet form identihed Dy MS (for eaamole
MS-27423  Protector-Propeller Shatt Plastic ' MS sheet-
form stanlards are generally used to describe component
Parts as opposed 10 end items and are being phased out

January 1RS~Vol 24 No. )
IEEE Cunununications Magazine

Qualitied Products Lists (QPL's) are listings of vendor
products which were tested to and met previously desig-
nated specification requirements. Such preacquisition
evaluation is authorized only for products when there is 2
requirement for special, expensive test equipment not
generally available to a potentiat manufacturer. or when the
time to perform testing to assure acceptability of product
design, safety, and quality makes it impractical to conduct
the tests after contract award. The process by which
products are evaluated is called qualification. The fact that a
product is listed on a QPL signifies only that. at the time
qualification testing was performed. the manufacturer could
make an acceptable product. Normal product and quality-
assurance testing must still be performed in accordance with
specification and contractual terms. QPL's can be authorized
for either Federal or military specifications.

Handbeoks are reference documents which bring together
procedural and technical or design information related to
components. equipment processes. practices, and services.
A handbook may serve as a supplement to specifications or
standards to provide general design and engineering data.
Handbooks may be in the Federal or military series

International Standards are standardization documents which
reflect agreements on products. practices. or operations
between nations or international assoc:ations. It i1s desirable
that such standards be consistent witr existing DoD
standardization documents to ensure that commitments
under these agreements will not adversely affect the 0oD
design and procurement positions. Similarly. military stan-
dards and specifications wdl often implement treaiy com-
mitments. and should be consistent with nontreaty interna-
tional agreements wherever practical Examples of
international  documents include North Atlantic Treaty
Organization Standardization Agreemants (STANAGS). Quadrni-
partite Army Standardization Agreements (QSTAG'S). and the
Air Standardizztion Coordinating Commuttee (ASCC) Air
Standards.

Nongove: nment (Voluntary} Standards are Uocuments prepared
by nationally recognized industr.al and trade associations
and professional societies for use by the general public
These documents are sometimes called voiuntary or industry
standards. It :s DoD policy to make optmum use of such
standards when they s2u3!y miitary requiremeats. and to
partizipate with nongovernment orgamizat.ons in developing
the standards

Nongovernment standards are ysed by the Dod in three
d:sunct ways adophon. reterence. and excerpts The
gencrally prelerred method 1S adopltion Adoption 15 the
process by which Do) expresser tormal acceptance of
nongovernment documents Thus aiso provides visibihity 1o
DaD orgamizational components through incorporation of the
adopled standards into the DoD Index of Specitications ang
Standards 00DISS) A nongovernment document may also
be referenced in 3 military standardization gocument While
I Most instances it 13 Preferred AL these referenced
Gocuments be adopled. these dre situalicns where adoplion
1s nOt aporapriate When only & paragraph o 'wo of 2
nongovernment document s 1o De ysed It may D¢ Mmdre
ethicient 1o dueclly copy O excerpt that porhion i '™e
stangasdization gocument atier permiss:ion 10 €0 $O ¢
odlaned froir the pubhshing orgamizalion

s clear that DoD standat@ization achvities must Cex
with 2 vas! arrdy of documents ang $1andaras categores
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HDBK-412, Site Survey and Facility Design Handbook for
Sateilite Earth Stations.

Planning Standards—DCS planning standards in the
MiL-STD-187 senes are expected to provide uniform guidance
ior the design of the evolving and future DCS. These
standards are based on DCS system RDT&E. analyses, and
coordinated design decisions. Performance charactenstics
may meet the critena for communications system standards.
(for example. proven by measured performance) or the
criteria for design objectives (that is, hest engineering
judgment of required performance). An example 1s MIL-STO-
187-320. Transmission Planning Standards for the Defense
Communications System.

The following standards have been successtully developed
and published as DoD communications standards

MIL-STD-188-100—System Technical Standards

MIL-STD-188-1:0—Equipment Design Standards for Data
Modems

MIL-STD-188-112—Subsystem Design and Engineering
Standards for Cable and Wire

MIL-STD-188-114—Electrical  Charactenstics of Digital
Interface Circuts

MIL-STD-188-124—Grounding. Bonding, and Shielding

MIL-STD- 188-140—Equipment Design Standards in Low-
Frequency ard Lower-Frequency Bands

MIL-STD-188-161—~Cesign  Standards for Facsimile
Equipment

Evolution 1o an all-digitdl network has raised new
standardization 1ssués !n 3ddition 10 the already pubiished
standards. the DoD communications standards program 1s
addressing the followng major projects

o Common Channel Signaling—In targe commercial networks.
an advance 1n network efficiency and control can be
achieved Dy common-channel signaling Extensive stud-
1es have shown that common-channe! signaling can be
effective in military networks as well As a conseguence.
the DCA 15 developing such a standard for the DoD long-
haul commuymty At the present ime it 1S envisioned that
this standard will be very simiar to CCITT a7 the most
recent CCITT wignaling standard
Timing and Syachronization —in an ail-diQ:1a! commumca-
nons system the nming funct:on aftects the complexity
of the entire system The precision of the timing 1§ one
facto: that detarmines whal funclions can de supporiec
by the sysiem and the manner in which the iming 1s
implemented can have 3 major 1mpact on survivability
The tming speciticaions being developea by COITT
Giffer trom those under development by the OCA in tre
areas of suivividility robusiness securty ang func.
nonaiity The DoD s therelore developng & timing and
SYNChigRiZatnn standard atich § more appropriate 1o
3 military envirgament
o Corversign from Anaing 1o Digital Traamsaission —The
dutgeoning heid of Hgelal lransmistinn cefurtes e
Jetermunatian of pecformance shAaractenshics a5 weil 33
estadhishment o ‘he £0rreldlion Detaeer Lset tegure
ments and slandards parameters Severd! Gigitdf frans.
MISSION Drrsjecty Are i Br0gress ol QarUCUIar nterest o8
arepect SUMC 3230 1o develop 10ng Maui syslem lrans.
missian perfcemance stancards

January S~ \al 2t S i
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o Integrated Ssrvices Digital Network {ISON]—The CCITT 1s
investigating the charactenistics of this network with
respect to future commercial usage. The network will
have a farge impact upon military communications and
standards in general. Investigation into ISON develop-
ment has been initiated and will continue for as long as
the ISON remains pertinent to DoD standardization
activities.

Tactical Standards Deveiopment

Leng-haul standards development has its counterpart in
the tactical standardization area. The Joint Tactical Com-
mand. Control. and Commumcations Agency (JTC'Aj is
currently the DoD Lead Service orgamization ‘or the develop-
ment of tactical communications standards Its respons:-
bihiies and mechanics of operalion are very sim:!ar to those
in the long-haul arena. It must aiso develop a yearly Program
Pian which governs its’ activities over a five-year span: the
categories of standards treated are also very similar to those
in the long-haul area. Needless to say. there 15 very close
coorgination between the long-haul and tactical standardiza-
tion areas in connection with the development 01 their
respective Program Plans.

Common Standards Program

Some years back. under direction from the Joint Chiefs of
Statf (JCS). DCA and ECOM (JTCA’s early predecessor as the
tactical standardization area assignee) signed a
Memorandum of Understanding (MOU) commiting both
organizations to cooperate :n developing common standards
for the long-haul and tactical communmities This MOU called
for the establishment of a Joint Stegring Commuttee (JSC) to
orgamze and manage this effort. The members of this
commutitee are representatives of services and DoD agencies
representing both tactical and long-haul interests Ther
objective 1S to emphasize common standards developmen:
ang reduce the number of standards that are unique to Dol
communications Such an approach yields many advantages
to DoD. not the least of which 1s that 1t fosters inte:.
operability between long-hau! and tactical communication
systems The level of standards expertise and esperence
present in this commtiee. together with the resuitant cro¢s:
ferhlization of ideas have made the commillee 3 vy
powertul torum for atl DoD communications standaras issues
which include techaical. agmimstirative ang policy malte:s
The committee 1s very eftective in enadhing DoD to discha: ge
its responsidihilies 1n the 0ng-naul and 13ChCL communicy.
nons areas of the DSSP The JSC provides the dasis for
managing communicahions slandards devetopment in the
DoD 1t estabhishes the need for new Drajects and assigns ar:
manages DoD stangardization resources The MOL ane (¢
ackion incidentaily  were ‘he ouigrowln of 3 genea
tealization thal there was no real 1eason for most gifterence.
netween e reguitements i the Ta0 S1AnCareizanon areds.
Other tilferences were Quichly CisdDDeRNING A% & tesult
the deveiopment of $:igulal commumcalions and mC ol "
tezhasiogy  Since s oncedLidn  the Tommon slangaes
srogram Nas sigmticantly onttduted 10 mtecoper3hnt,
Delween ong-Nayi ING 1ICHCA CoMMuMELans s, 5te=s
302 1a8ay he Duih of CoMmMunialons sI3NCAIES At 11 2t
Depariment gt Defense reSifles :n the COmMmoOn stanca-e
categoty The deve:opment ot 3 Sommon 3andasds p:a5 sm
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15 therefore necessary to maintain a listing of all such
documents for reference purposes. the DoD Index of Specifi-
catons and Standards or DoDISS. The DoDISS is a reference
publication that lists all miltary and Federal specifications.
standards. handbooks. QPL's, commercial item descriptions.
adopted nongovernment standards. international documents,
and refated publications Printed editions are provided in
alphabetic. numeric. and Federal Supply Classitication
nistings. They are published annually with bimenthly cumula-
tive supplements. Weekly builetins called DoDISS Notices
contain advanced information about selected new and
revised DoDISS listed documents.

Commurications Standards Developmant
Long-Haul Standards Development

Under the Defense Standardization Program. the Defense
Co.nmunications Agency (DCAI located in Arlington. VA has
been designated the Area Assignes o7 the development of
long-haul communications standards. In this capacity. the
DCA provides technical guidance to and coordinates the
efforts of the various DoD participants in the DoD long-haul
standards program. The DCA was created in 1962 for the
purpose of integrating DoD fong-haul communications re-
quirements, and satistying these requirements by the estab-
lishment of common-user commumications systems To
enable it 1o meet this objective. the DCA has been given the
authonty to design. build, and manage the required systems
As a consequence for the past 20 vears or so. the DCA has
been involved with the engineertng planming needed !9
establish new DoD systems and to update these systems in
accordance with the trend of DoD requirements Its responsi-
bilittes make the DCA the i1deal body to airect a standards
prog:am. since standards are ntimateiy ted in with
architectural concepts. interface design. system per-
formance. and equipment and facility design The stan.
dardizahon process. however. is a broad DoD program
involving all DoD elements. to completely meet it
standardization responsibiiies, the DCA must make ex-
tensive use of resources provided by the Miitary Depart-
ments and DoD agencies. strategically supplementing this
support with actual in-house engineering rasources availabie
at DCA This arrangement has proven 1o de extremely
ettective for the DoD

The primary management ool for the development of tong-
hay! standards 1s the Program Plan This plan which s
13sued yearly. covers 2 span of five years it containg the
status and responsidilines 16t 0ngaIng projects a summary
o! prodiems tacing the DoD standards commumily ang a
technical analysis of fulure communications planming to
dennify standatdization needs The development of is plan
as does the development of standards n this 3rea nvoives
consideradle eftort Both respons:Ditties cali tor intensive
collaboranve efforts detween the DCA ang the Mihilary
Depariments ang Defense Agencies

Stangargization efforts for the Standards for {ong-Haul
Commuymcations (SLMC: area assignment are Currently
pianned ant managed with 3 view towdrgds promuigahun ot
Such standaids for the DCS as descrided in the foilowing
categories

System Design aad Engineering Standares —These slancards
estadhish  overalli mimmum system and  subscrider lo-
subscriber measures of performance for exampie the

probability of acheving qiven delay and/or quality in
information transfer. Within circuit and network models,
total system and subscriber-to-subscriber performance
parameters are apnortioned. Inciuded are reference Circurts.
system diagrams, interrelationships and interconnectivity of
component subsystems. and performance goais The fatter
includes system efficiency. communications quahty. delay.
flexibility, availability. reliability, survivability. and secunty
goals. The system design and engineerning standards provide
the basis for the interconnection of subsystems into a
system, as well as the design of individual subsystems. and
may address charactenstics pertaining to the interconnec-
tion of DCS subsystems and interoperability of the DCS with
other DcD and non-DoD commumcations systems An
example 1s MIL-STD-188-100. Common Long-Haul and
Tactical Commumcation System Tschmical Standards
Another 1s MIL-STD-188-323. which provides criteria and
guidance for the design of DoD long-haul transmission
systems.

Subsystem Oesign and Enginesring Standards—These stan-
dards provide efectrical performance. message integnty.
grade of service. interface standards. and other parameters
of subsystems such as switching and transmission subd-
systems Where applicable. the parameters for these
standards are based on performance parameters derived
from the system design and engineening standards An
example 1s MIL-STD-310A. Subsystem Design and Engineer-
ing Stendards for Techmcal Contro! Faciities

Equipment Technical Design Standards—These standards
provide the mimimum electrical performance. such as the
dynamic tange ol operation. 1nput/Quiput parameters. and
interface charactensncs required of the equipment Most of
these siandards are based on the requuements of the
appropnate subsystem design and engineering standards
An example 1s MIL-STD-188-110. Equipment Techmcal Design
Standards Common Long-Haul/Tacncal Data Modems

interface Slandards— These standards specity the required
quantitative values 1or electrical parameters and tor opera-
tional procedures which affect the transparency of the
Interface between separate Subsystems or systems The term
‘transparency  means that

e From the users standpoint. there should de no adai-
tional effort or concern when ms communmicalions are
traversing separatle sysiems Ideally the yser s operat-
ing procedures should require no change nor shdule
oper3nions be degradea in any manner

* Black-box nte:faces shouid de mimimized or ehm.
nated dy carelul analysis of the combined systems being
traversed

® inlerface Slandards provide the necessary technical
patameters tor the :nterconnection of e .3hi0us
subsystems of the DCS and are included as an integral
part of subsystem and eqQuipmenl lechmcii design
S1andares o accoraance with the system Sesigr ang
engineening slandards An exampie »s MIL-STD 883
Electrical Chatactersstics of Digitai Intetaie Coriits

Hangdesks — HaNADOOKS D1ovide Ju AANCE Dertdirnng 2w
nstallation of commumications equipmert *3Cihities g 2
N00RS COver suCh 3reds 35 theory eQuipment iy’ 3,371
and power Cbie ryns environmentyl IOnirol raLrde;
fransmssion hnes  3nd antennds  An exdmpie s ANE
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represents a highly significant development in DoD com-
munications standards and has contributed greatly to the
turtherance of DoD standardization objectives.

Operational and Maintenance Standards

Communications standards for the DCS are usually
thought of as being confined to the MIL-STD-188-seriss
developed under the DSSP. However, another important area
of communications _standards, vital to the day-lo-day
operation of the DCS. is the Operations and Maintenance
(0&M) standards category. These standards are also
developed by DCA. in collaboration with the Military
Departments. and published in DCA Circular 300-175-9. They
provide criteria by which both the Military Departr.ents and
the DCA can gauge how well transmission links and
associated systems perform and how well they are being
maintained. These criteria take into account degradation due
to aging and adverse local enviconmental conditions. 08M
Standards also include OCS Transmission Technical
Schedules. which contain itemized listings of all common
services provided by the DCS and the circuil parameters
required to meet end-to-end performance requirements. The
standard aiso contains a list of carrier offerings which most
closely correspond to the defined DCS services. This listing
at present pertains only to the CONUS. Mowever, similar
listings are currently under preparation for Europe and the
Pacitic. The Schedules also provide a commor: language for
circuit ordering allocation, activation, operation. and
maintenance

This circular 1s prepared and updated by an O03M
Standards Techmical Working Group comprised of representa-
tives from freld and operating units. The practice of soliciting
direct input from field and operating units started seveial
years ago and resulted in substantial improvements 1o the
document This was & healthy sign. denoting existing user
interest and a serioys need for updaling the douument in
orcer 10 make it more responsive t0 actuai operating
conditions. The result of this progressive step was that
yearly meetings have since been held with similar results.
and such meetings are planned annualiy from now on Thiy
Working Group 1S organized and chaired by a representative
from the DCA Standards Ottice

An example of this group's stiectiveness arose several
years ago. The issue addressed Dy the group had to do with
prodlems in the hieid when operating modems at 4805 and
9600 b/s over conditianed Circuits meeting emisting 0CS
circwit standards By companng experiences. the working
group members came 10 the realization that perhaps current
DoD transmission schedules were 100 stringent To overcome
thig problem. several new transmission scheduies—based
upon reducing condiioning requirements —were developed
for the OCS It appeared hiely that improved performance
couid be achieved over OCS dara circuits by use of these new
schedules There was. however insufticient data avaiadle
from either commercial of Qovernment-owned networks
wMCh would correiate the effects of reduced Circunt cond:-
tloning with modem performance at rates greater han
2400 b/s For s reason. arrangements wese made wilh [he
A Forces Rome A Deveiopment Center (RADC) to test
appropriate modems over lines Simulating the new transmis-
s10n schedule Test teports were favoradie and the new
scheduies were vahidated Considerabdie cost savings will be

effected over the years by reducing ihe need for line.
conditioning equipment. These savings would be cerived
from equipment, installation, and maintenance costs and are
directly attributable to the development of 0-M standards
and strengthening the feedback from field users to t*2
standards development process.

Dats Pretecel Standards

Protocols are the rules and conventions wheredy digital
communications are effected between subscribers. between
subscribers and networks, and between networks. At
present, this category of standards represents an area of
extreme intérest and activity on the part of the Do0. The DoD
has always had an urgent requirement for data communica-
tions. and in recent years the critical needs of command and
control have magnified this requirement many times over.
Emerging computer technology. with a wide range of appli-
cability, has catered admirably tn military command and
control needs and has pruvided a sound basis for building
computer networks. Although these networks are wel! suited
for meeting military needs, the business and commercial
worlds have found similar yses for them: their growth has
been rapid in the private sector as well.

It is clear to all. military and nonmulitary users alike. that
the successful operatiun o! these new data networks
depends upon the development of an effective set of protocol
standargs. The DoD recognized this fact very early in the
game. and for some 15 years has been engaged in a very
extensive program of network experimentation concerned
with ihe Jevelopment of data protocol standards. This
research and development effort estabhished the basis for
development of the JoD data protocol Standards program
today. and indeed has proviied 3 stimulus as well for the
deveiopment of commerciai standards n this area. An
overnding consideration in the evalution of the DoD program
1S that 1t 1s constrained Dy the need to meet unique mibitary
requirements as well as by the Dol policy to use coenl
standards where appropriate. (n fact. all constrants relating
to the DoD role in developing commumcations standards
hold true for its role in developing dava protocol standards

The DoD’s Protoca! Standardization Program

With DoD's expanding data requnements and technclogy s
growing capabdility to satisly these demands. the DoD. in the
mid Sevenlies alon) with everyone else. found iselt in the
migst of the data revolution Requirements technoiogy
programs, and Systems were burgeoning cverywherg dut
there were no Standards (0 guide the design and integiation
of these data systems ¢ !o facihtate the transfer of
intormation between data lerminals ang host computers of
between computer networks In recognition of i Situation
the DoD in December 1978 created the DoD Most-lo-Host
Protocol Standardization Program anc irected inat the DCA
vecome the Execulive Agent ‘or this program it shoule de
pointed out that as descrided cather the DSSP nag deen :n
enistence and tuncioning well for many years The Protocol
Stancardization Program couic therstote Nave deen tou.
hinely inciuged in the DSSP The Executive Agen! -oute was
chosen however because the Dol conside:£a the geveind
ment of prolocol standards 10 De extremely /mportant 3ng o
wished 10 place strong emphas:s on tus fact The auties of
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TABLE It
Funcrions or Tag Extcunive AstnT Fan ProtaceL STansaneurnion

1) Provide 3 Forum for discussion with MILDEPS/Agencies on
requirements for Standards

2) Prepare new proposals for Standards. or enhancements and
modifications

3) Document Standards and their specifications

4) Provide configuration control of Standards and their specili-
cations

S) Evaluate. approve. or disapprove proposed Standards and
specilications

6) Evaluate. approve. or disapprove requests for waivers

7 Test proposed Standards and speuihications

8) Coordinate DoD ROTAE efforts

9) Prcvide a forum for the exchange of Iechmical tnformation

10) Momtor Federal. national. and international Standards
development

11) Ensure that DoD Standards development considers Federal.
nanonai. and international Standards

12) Justily DoD requirements for waivers from Federal lnformation
Processing Stancards (FIPS) PUBS

13) Prepare DoD instructuions statng DoD pohicy on protocol
standargization

14) Coordinate the Dol Proiocol Standard Program with cor-
responding NATO activiies

the OCA in conjunction with this assignment are shown in
Table II.

DCA's Organization for the Executive Agent Role <

The list shown in Table Il represents a broad gamut of
functions involving managerial, techmcal. administrative,
and policy responsibilities. To handle this full scope of
responsibilities the DCA formed three groups. the Protocol
Standards Steering Group (PSSG). the Protocols Standards
Technical Pane! (PSTP), and the Contiguration Controt Office.
The responsibility for implementing protocol contiguration
control lies in the Defense Communication System Di-
rectorate or the DCA. The first two groups have representa-
tion from services and 0oD agencies. but are chaired by
members of OCA. Within OCA, the primary responsibility for
each group rests with the DCA organization most concerned
with the individual group’s function. The relationship
between these groups and the Agency 1S shown in Fig. 2.

The Director. DCA. is actually the Executive Agent for the
DoD Protocol Standardization Program. The Chairman of the
PSSG acts for the Director with regard 1o DCA's respons:-
bilities in this area. He recommends standard policy
decisions to the Director. and serves as a focal point on his
behall for overseming the performance of Executive Agent
functions The PSSG itself represents the Military Depart-
ments and GoD agencies and serves in an advisory ¢capacily
to the DCA
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TABLE N
Masen Protoce Stansanss STeimes Gague Fumcnons

TABLE ¥
Conrpuaaroon Contam Orrct Funchons

—— —
—_—

1) Provide a forum for discussion with MILDEPS/Agencies on
requirements for Standards

2 Coordwnate DoD ROTAE etforts
3) Monitor Federal. natonal. and international Standards

4) Ensure that DoD Standards development considers Federal.
national. and international Standards

S) Justity DoD requirements for waivers irom FIPS PUBS
§) Prepare DoOi's stating DoD policy on Protoco! Standardization

The responsibility for supporting the PSSG lies n the
Planming and System Integration Oirectorate (PSI) of DCA
This Directorate is responsidle for overall DCA planning as
well as integration of the various DCA znd DoD communica-
tons programs. The major functions of the PSSG are
summarized in Table Iil.

The PSSG receives techmical support from the Protocol
Standards Technical Panel (PSTP). The PSTP reports to the
PSSG and is responsidle for fulfilling the technical functions
of the Executive Agent. Liaison with the PSSG is maintained
by having as the PSTP Chairman a mamber of the PSSG. A
summary of its responsibilities is shown in Tadie IV

The responsibility for directing the efforts of the PSTP hes
in the Defense Communications Engineering Center (DCEC)
which, for some time now. has been responsible for the
design of the OCS. These responsibinties also include design
and planning for the data networks in the DCS as well For
the past several years, the Center has been Mavily involved
n protocol standards work and has made significant
contnbutions to the DoD protocol standardization etfurt

The third area of responsibility 18 Protoco! Configuration
Control The purpase of this function 1S 10 ensure Interopera-
bility between protocol standards developed by different
sources. vahdate vendor :mpigmentations of protoco! stan-
dards. control deviaions and waivers from established
standards. and maintain 3 document data base ot approved
standards. This function 15 now discharged By a newly
created Contfiguration Control Oftice 1n the Defense Com:
munications Systems Qirectorate This office will conduct
those activities necessary lor estabishing configuration
control of DoD protocot standards and serves as a focal
point for dentilying and evaluating requirements for new
protocol standards or capadiities This activity maintaing
coordination with the PSSG dy appointing a representative to
this iatter group Tabie V summanzes the duties ivolved in
the protoco! standards conhiguration control function

Current DoD Protocal Standardization Plans

By the eng of 1978 when ine Dol appointec ihe DCA
Executive Agent tor the deveiopment ot protoco! standards

Ren
Pestacn. Sreasaees Ticemce Pont: Fuactons

——
——

1 Pregdie new DIODOIRIS SARINCEMENtS AE MOG:NCalions 1ot
Potocol Standpeys

2 Test proposed Protocoi S1andards and speciations
D Prowte 3 forum tor the ¢achange o HCARCA 1HiaIMANOA

1) Document Standards and thewr spacifications

2) Provide configuration control of Standards and thewr specif-
cations

J) Evaluate. approve. or Jisapprove proposed Standards and
specificatic.is
4) Evaluate. app:ove, or disapprove requests for waivers

considerable work had been done in developing a Transmis-
sion Control Protocol (TCP) and an internet Protoco! (1P} by
OCA in comunction with its design eforts on data-com-
munications networks. The TCP corresponds 1o the transport
layer of the 1SO model. which at its inception had provision
for an IP. TCP 13 an end-to-snd protocol providing reliable
data stream communications with the guaranteed integrily
IP is a protocol for providing data transmission trom host-to-
host over a st of interconnected diverse networks. At the
time these standards were deveigped, there were no formal
standards in these two areas. civil or Gtherwise. The Do0.
howevar, pressured by yrgent requirements and the demands
of program implementation. strongly felt the need for such
standards in \is data communications programs. Therefore. in
December 1978 the Do decreed that these two standards.
the TCP and I1P. would become ofticial DoD protocol
standards The reason for this action was that both protocols
had been devised to meet the essential military requirements
of secunty. survivabihty. and rehabihity Thase factors were
considered 1o be suthciently pressing to justily the adoption
of the TCP and 1P ir. the adsence of comparable commerciat
standards Recently, some revisions were made in these
standards. but their man sul'< ance has not changed since
their adoption in 1978 The functions of this TCP are shown in
Tadle VI

As stated above. an internet protocol was not provided for
in the ISO model However in the DoD the internetting of data
networks 18 an extremely 1mportant requirement because of
the large number of such networks which serve the Dol
Therefore. early Dod data-commumcations pianning efforts
were geared 10 solving the internet prodlem In 1974 for
example, the DoD imtiated a special study primanily tor tne
purpose ol studying DoD data internet requirements The
conclusions of this study played 3 major role in determiaing
the course of DoD data communications activities over the
last ight years To iliustrate the need for this stuly

et v
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TANLE W
Nerwesns Comnentiy Unuons OoQ 1P

General-purpose netwarks (For exampie, ARPANET)

Packet radic (SR, FT BRAGG)

Packet satellite (SATNET. WBNET)

Military Networks (WIN. DoDISS. DON)

Locat Area Networks (ETHERNET. RING. MITREBUS)

Pudlic Data Networks (X 25, IPSS, DATEX-P)

Experimental Networks (RSRE Priot Packet-Switch Network)

Table Vil lists a few of the most important data networks
that 2 DoD common-data-user system must interoperate
wilh.

This list is forrmdable enough dut not nearly complete. The
DoD keeps track of the networks it may have to deal with
and a recent estimate indicates that the numbers of such
nets 1s considerably in excess of those shown in Table Vil
The area of Local Area Networks. for example. has 3 very
great potential for introducing a wide vanely of specialized
networks into the picture.

Tadle VIl summarnzes the functions of the Internet
Protocol Standard. Because the IS0 model did no? provide for
an internet protocol. it 15 not clear to which layer the IP
delongs There 15 strong feeling that it belongs somewhere
between the Xrd and 4th layers. and recently IS0 has placed

TARLE vt
Fencrons o P

1) Addressing
¢ Provides the network number
® Provioes the host address
2 Protocol number
® Keys the next highet-igvet prolocol 10 De used 1o interpret
wierngt GALSQIAmM dala
3 Fragmentation 3ng reassemdiy
® Allows dalagrams 10 De DaSSed through Networks with small
DaChAt 5120 himts
o Atiows reassemdly of ragments at destinabion host
4 Type of service
o Provioes 3 network independent sndication of Gesired qudhty of
service
® Allows user 10 spacity
Precedence
Stream or a1ag7am
Reieadebsty
Soeec
Sored over rehadeity
S Teme to Live
* Specihes Manmum time TRt 3 GA1AGIAM 18 Aiowed 10 ¢a-3l
the nternet MyiOnmMent
6 Crech Sum
o Provides & CHCK SuM 18 heddes Dolection
7 Opteons
* Source touting
o Rpcord route
® Error report
§: Does a3t provde
s fige contro!
® Data etror contiol
® Mo acanawieagmenis of B datagrams

its function in layer 3, the network layer of the 0SI mode! Al
present, the DoD internet Protocol has been proposed to both
ANS! and the ISO through the auspices of the National
Bureau of Standards (NBS). The last reports are that it 1$
being well received in both groups. The need for a general
internet protocol s well recogmized and such a protocol will
be developed defore long. in addition to the TCP and IP. the
DoD has plans for the development of a number of other
protocol standards. which are shown in Table IX together
with expected completion dates The development of these
standards will be done mainly through contractual support
and coordination with the N8S protocol standards program
The DoD has developed a working agreement for the
development of protocol standards with the NBS through
which it will provide techmical ass:stance to the DoD ang aiso
represent the DoD's interests n the appropnate Ciwvil
standards fora.

National Academy of Science Study

Since the adoption of TCP ang IP as formai standards by
the DoD. there has been consideradie actvity wn the
commercial standards arena with regard to the development
of protocol standards. As 2 resultl of ths activily, both the
1SO and CCITT have developed architectural mogels for
protoco! slandards. and the ISO has developed 3 transport
layer protocol called the Transport Protocol or TP Thig TP
offers five difterent classes of operation The Class-4
category 15 very similar to the DoD's TCP The existence of 2
commercial transport protocol which 15 different from the
DoD standard. however. has raised scme probiems for the
DoD. Concern has been expressed in cerlain areas of the
private sector over thewr abiity 10 support (two different
standards. the quastion has Deen raised 3s 1o whether or not
it 15 cost eftective for the DoD to uhihze 3 standard which 13
ditfgrent from the commercial one To resolve these quet:
tions. the DoD requested Ihe National Academy of Scrence
{NAS) (3 evaiuate doth peotocols agawnst Dod requsrements
and determune whether or not the DoD could use Ihe
commarcial TP in beu ot 1CP

The NAS has not concluged sts stuCy as yel Dut it nas
teached the conclusion that the TCP and the TP e

TABLE 12
Do Pestecn, Brweiosment Timttant
mitigi  Fasl  Pedlished

retatel st Ot Smedwrd
Me3sage Protocol (Mh 1 1 1
Frie Tramiter Mrotoced IFTHR 1 1 1
Vittudt Termens: 1 1 ]
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Presentation Layer drotacol PP Sy g8 Fv g Fo i
Sesseon Comprot Mrotazoel . SCH Fega YR Fyosd
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TARLE X
Punrost o Bob Pasrace Test Lasomatomis

1) Prowcel doveley . —The process of dehong the service and
MEChBMSM §, .aClons. and implementing the protocol i a
mgh-order language

) Prowcsl saslysis—This will provide the capabrhty for interactive
and automated “walk-throughs™ and special analysis of the
protocols 10 test for such conditions as self-consisiency. state
reachabshity, and state hanging”

3) implomenintien ating — Testing the protoco! for conformance o the
SETVICE $D0CS 300 how wei! il performs the sarvices

4) Eriernel oplomentution coruiicotion—Certitying That 3 user's imple-
mentation of 2 protocol performs correclly agang! the
ladoratory's SLanGard implementation

S) Validetion and verification —Procedures 101 prowsding the laboratory
SIandard protocol agamst wich other implementations are
tested

6 Configuration evmiret —Provicing support for central centiguration
control of ait DoD peotocol implemantations

tunctionally equivalent in 3il respects. No formal recom-
mendations have been formulated as ye! and it was expected
that the Academy's hinal report will have been completed
Decembder 1984 Thus study's conciusion could have far-

reaching effects on the DoD protocol standards program and
the impiementation of ils data networks as well.

Protocol Test Laboratory

An important consideration in the DoD program is protoco!
testing. To this end. plans have been developed by OCA for a
protocol-testing laboratory to be located at the Defense
Communications Engineering Center 1n Reston. VA. The
pufrpose of this test facility is shown in Table X Figure 3
depicts a preliminary view of the 1aboratory layout

The laboratory hardware/software development and im-
plementation will be accomphshed in three phases. The
implementation of this laboratory will proceed along the
hines indicated in the paragraphs delow

Phase 1 will provide: 1) a dasic protocol development
mimcomputer. which will include peripheral storage along
with It operating system, editors. language compilers and
assemblers. and other Dasic software tools 2) three
interactive work station terminals (smart terminals) which
will allow the protecol deveioper and tester access 1o all
laboratory functions: 3) two minicomputer “1arget machines”
for use :n testing one protocol impiementation aganst
another. 3nd 4) a basic coaxial-cable local network for
nterconnecting all components into an integrated Sysiem

Phase 2 will prowde 1) three additional work-station

£
-
=3
oowd
=
[

AYSWATS
w0

ERTEAMA,

Sa ARSLEY
- =

- ome wePiis RS §
s PRASK 3

o e ann oy

[] = ancnan ana

(] P un op = ang

7q. 3 Peinas: Rbersiory sanlipursiien conseph

P v 0 v -

proewscen
: L H

o o oo —-" ve !bu——ou
)

oo oo

53

laniars 198 Vol 2L N ¢
1583 omnnini ations Magasiowr

B
b

"f".
\‘."o. o ": e
KA A7
[N a \ )
AL AL i

*
¢ 3

‘
{U

]
)
Pl

N

ﬁii‘if;
&

o .
L
iR —; x
ot 5

‘,
by

-
" 0
-

.'n’

XX
.. £ ]
D' \¢

.,
"
v

5
P




TeTATH x  SWEE Y .7 .7 .

T T T YL T T T T ST T S AN S v TR Y Y T Y T e

\

:

t<
i
)
2
2
"
[
;
?r-
'

!

;
v
4

IIA

DDN PROTOCOL HANDBOOK - VOLUME ONE 1985

terminals. 2) a second minicomputer to be used for in-depth
protocol analysis provided by special-purpose software
packages such as an interact:ve state machine interpreter,
automated test generator. in-gepth state machine analysis
programs. and J) two additional target machines 1o provide
the capabihity for simultaneous protocol testing (testing more
than one protocol at the same time).

Phase 3 will procure and implement small minicomputers
to provide the function of network gateways to other
networks such as the DDON and ARPANET This will give users
the capabihity lo lest the:r protoco! impiementations runmng
at their own faciity against the DoD standard protocol
runming 0n one of the target machines in the ladoratory. A
special graphics terminal walh 2 hard-copy prnter may be
procured to provide detailed graphic 1/0 of protoco! designs

Other Standard Activities
NATO Stangaras Coordination

Another standardization area which requires DCA'S partici-
paticn and actvity resuits from the NATO/Umited States
relationship Here again, DCA's responsibilities and activities
are dictated by pubiic law and DoD policy Pubdlic Law 94-361
decrees that equipment procured for US forces in Europe
should dDe standardized or al least interoperadle with
tquipment used dy other membders of NATO This pubhic law
1 supported by the DoD policy of rationalization with NATO
member lelecommurmcations facibties (DoDD 2016 7). which
states that the U'S shall adheie 10 U S -rabihed STANAGS
when desigmng of procuring telecommunicalions equipment
{A STANAG 1s 2 NATO Standa:dization Agreement )

The DCA does not interface Girectly with NATO on
commumcations standardization matters dut rather works
through the U S Military Communicanons-Electronics Board
and the Jaint Standardization Group for Tacticai Command
Control. and Commumicalions Sysiems These two dodres are
chartered o provide United States input to NATO standards
commutless after service ang agency coordination They are
tesponsidie. among other thngs "1 prowmaing 2 US
position on NATO Standardization Agreements (STANAGS) in
the commumications electroncs drea A membder of the JCA
Stangards Othce staft 15 3 working mempder of Ihese two
groups and the Office generally decomes tha focat pont tor
toordinating NATA comeunmcations elertromes documents
withen DCA Once the US has ratied 3 Communications-
retated STANAG he DoD pohzy 5 that ysers implemaent
those parameters Contaned theren winch are essential for
nteroperadilily  Such action may reQuire ither the adophon
8! 2 nomgovernmant s1andard the preparation ¢t 3 new
miiitary slandarg o1 specihcation or the adttion (! or
ChaRGe 10 DRraMete:s i 3N ERishing Miktdry tlandatd atl of
whuch achions (Mot directly upon the Standares Othce

Feceral Teiecammumcanors Standards Program

Arothes mportant s1ancardization 3 ed dutn:de 57 the Dol
i 1y United Slates Fegerdi Telecommuricatiang Standadds
Poagram This program  managed My the Natisnat Com
mumcahions System (NCS) dhce A3t (he dechve 9!
fostersng nteropetadiity of Federdi Government teiecom.
mumizations nelworay The NUS scheves g odmclive
argeiy By momtonng he ctiohies of interaghondt and
ARtongi 3TANERQZALON FrouPt A8 iNen Maphing hew

anuary 1am3-eVol 3L o)
HEE T ( sntiunik alione Wagagzine

standa-ds for use in the Federal government Coordination s
maintained with the participating Federal «gencies through a
Federa: Telecommunications Standards Committee Liaison
wilh the DoD standardization program s maintained Dy
having the head of the DCA Standards Ottice as the DoD
representative to this group Also. the DCA Standards Otfice
has been designated the focal point tor coordinating Federal
standards within D00 A critical point here is that the DoD s
a very important participant in the Federal Telecommunica-
tions Standards Program, and every attempt s made on this
program to ensure that Federal standards projects are
acceptabie to the DoD prior to their being finahized as Fesera
standards.

Nongovernment Standards Activities of DoD

Nongovernment standards are those standards which are
develeped outside of the Federal government and are
designe¢ pnimaniy for commercial use This class of
standards 1$ extremely important 10 the DoD decause they
are used as 2 bas:s for the design of commercial equipment
and the implementation of communications networks. doth
on a national and international bas:s The DoD has a great
need t0 use such commerCial equipment and communiCa-
nons tacihties First. consider the gquestion of commum.
cations survivadibly The survivadility quotieat of miliary
networks increases with the number and extent ot facilities
avaladie The more easily military networks interoperaic
wilh commercial networks. the greater the chances will be
for survivability of the nations commumcations 33sis
duning times of crisis Second. the DoD very otlen hings !
more econromical 10 lease communications services than 0
engineer and build new faciities In facl. ihe amount of
leased services used b the Dol 1 surpnsingly high Thurd
the DoD inds it extremely advantageous 1o ava:! iself of oft-
the-shelf commercial equipment Such an option 1n addiien
10 proviing the DoD with economies and fiemdihty 1n the
procurement of equipment considetadly eases the logistics
o! providing spares maintenance and ttamng The adove
advantages 1o the Dol a:e consi@eradly enhanced «f DoD
tequirements are reflected in the provisions of the com-
mercial S1anAards that giusde the design of comme Tiai
eguipments and networks

Semeary

in summary the DoD has estensive commumcations
requirements The mpiementation of fac:hilies 2 3alshy
Nese reguiraments will r:9t Ne feas:bie uniess these .mple-
mentai.ons dre Dased upon 3 sound SIandards Mregram
Resonsiveness 10 mbldry requirements nterSperadhly
eCorumy ANG DerlarmaAnce in 3 multy Bnvironthent are INY
preme odsechives  The Dal ras esladhined e Oelemie
SIEnZardIZSNon F1OGraM 13 acfeve Nedr adecineg Lndet
s pragram he DCS nay Deen 2isgned e cesfermnbin,
for develoDing (NG Maul COMMUMALIONS S1ANEI Iy At
me JTC'A mas the cesponndelity 100 Sraedling 20N
STENARTAS These fwm O Q1AM ANAfy N3ov "Re (57 ces 23t
Beirty 10 deveias (3Mmon 1ardardy to Jomile Rl 2
Daisty Detween 0NG RAL ABE AL COMMUnK N0y

The Dol 2 aver aH aohagy 15 10 GUh2Ie SAMMetd 304738 'y
whettve: DOSlie o QXD use 2003 RO COMPIOMse ™ty
requirements 1o stfurve s obective he Dol sty
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OVERVIEW

view to introducing the requirements into the commercial
standardization process. The DoD also has urgent data
communications requirements, and has expended consider-
able rescurces on defining these requirements and investigat-
ing technigues for satisfying them. It is currently pursuing
the development of data protocol standards to complement
its efforts in the development of data communications
systems. Here again, these standards must take into account
the rigors of providing communications in a military
environment. The DoD also strongly supports the develop-
ment of commercial protocol standards and will attempt to
use them wherever their use does not compromise essential
mititary reguirements. In support of the foregoing. the DoD
has established a vitai program for the deveiopment and test
of data protocol standards. The Defense Communications
Agency has been designated as Executive Agent for this
program. The DoD will coordinate its efforts with the
National Bureau of Standards n an attempt to reconcile
militaty standarés with commercial standards. and it wil
make strong efforts to coordinate its achvities with NATO as
well
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JThe wague Nov 1982

Philip S. Selvaggi entered the mihtary service in 1943 and was
discharged from the United States Air Force in 1946 where he had
served as a commumcations and radar officer He recerved is B € E
degree from Brooklyn Polytechmic Institute in June 1947 and a
Masters Degree :n Electrical Engineer:ng from Stevens institute of
Technology 1n June 1954

Shortly after graduating from BMl Mr Selvagg joined ! TT Lads
in Nutley. NJ. where he did design work on PCM digital telephone
switching. and missile systems from 1949 to 1956 From 1956 to 1963
he served with the Missile and Surface Radar Division at the KCA
Moorestown Plant, where he was manager of the Signal Processing
Skill Center which was involved with the design and devetopment o!
precision tracking radars and advanced development techmiques for
radar systems

Mr Selvagg: left RCA in March 1963 to join NASA 5 Manned Space
Fhight Program as assistant director of system :ategration on the
Apollo Program In June 1964 he joined DCA where he served as
head of the DCS Systems Engineering Directorate ynti! 1974 Since
that time. he has serveg as chief of the Interoperability ang
Standards Office pnmanly involved with developing standards for
DoD communmications systems Since 1982. he has become heavily
involved in developing 000 protocol standards and presently serves
as chairman of the DoD Protocol Standards Steering Group which
oversees the development of protoco! standards for 0D cata
commumcations systems | |}
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2.5 Position of DoD on Use of National and International Standards

The Assistant Secretary of Defense for Command, Control, Communications and
Intelligence (031) stated in an April 1985 memo [1,2] that it is the position of the DoD
that whenever international standards are available and can be used to support military
requirements, they will be adopted and implemented as rapidly as possible to obtain
maximum economic and interoperability benefits. If public or industry standards do
not exist to support military requirements for communications protocols, DoD will take
the initiative to develop its own standards until such time as suitable national or
international standards are available.
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BACKGROUND

SECTION 3. BACKGROUND
3.1 Brief History of the DDN

The ARPANET was the first packet-switching network. This network was designed
under a 1969 DARPA research and development program. Initially the ARPANET was
an experimental network built to test the concepts of packet switching and resource
sharing. As the ARPANET matured, users with operational requirements, rather than
experimental requirements, began to use it.

By 1975 there were many operational users of the ARPANET; therefore, responsibility
for its operation was transferred to the Defense Communications Agency (DCA).

In April 1982, as a result of an intensive internal study of alternative systems, the DoD
directed that the Defense Data Network (DDIN) be implemented as the DoD common- NG
user data-communications network, based upon ARPANET technology and .

architecture,

¢ e
v 2r?y

.
L

-
Ny

In 1983, DCA divided the ARPANET into ‘wo separate networks, the ARPANET and
the MILNET, thereby forming the unclassified segment of the DDN.

Both networks are managed by DCA, although tke ARPANET remains a DARPA
research and development network, while the MILNET and other segments of the DDN
are operational military networks. Readers who would like a more detailed overview of

SR
the DDN, including a description of the backbone equipment and configuration, should :"-;::-
consult the DDN Information Brochure available from the JDN Network Information :‘.:{f
Center (NIC) or the DDN Program Management Office (DDN PMO). oy

3.2 DoD Architectural Model

Figure 3-1 shows a graphic representation of the architectural model of the DoD
protocol suite. The architecture is similar to, but not identical with, the International
Standards Organization (ISO) Open Systems Interconnection (OSI) architecture. [See
Computer Networks, Vol. 7, No. 5, p. 203-328 (Oct. 1983) for a discussion of the DoD
Internet Architecture Model.|
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SECTION 4. PROTOCOL CONFIGURATION MANAGEMENT OF
THE DDN

4.1 The DDN Program Management Office (DDN PMO)

&
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The DDN PMO is responsible for the overall management, operations, and policy
guidelines for the DDN. It assists new military subscribers in bringing their computers
and related equipment onto the DDN. It also manages the ARPANET research and
development network on behalf of DARPA.

The DDN PMO provides many services to network users or potential network
subscribers. It is responsible for keeping the network up and running, providing users
with assistance, setting policies, anticipating growth and expansion, providing
configuration management and control, assisting new subscribers with protocol
implementation and testing, and advising subscribers on the selection of interface
equipment and software.
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The DDN PMO also manages the access control and security of the network backbone,
and provides iiaison to host and node contacts and military sponsors. In addition it
provides technical management of contracts for services, equipment, and software
obtained from outside corporations and vendors.
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There are two major network services on the DDN: the Network Information Center RO
(NIC), provided by SRI International (SRI), Menlo Park, CA, and the Network e
Monitoring Center (NMC), provided by BBN Communications Corporation (BBNCC),
Cambridge, MA. These services are supported under contracts from the DDN PMO.

A third service, DCA Code B641, the Subscriber Requirements and Integration Branch,
with representatives from each branch of the military service as well as other sponsored
government agencies, assists new network subscribers in assessing their needs for
attaching equipment to the network.

DCA Code B650, the Data Operations Division of the DDN PMO, has responsibility for

managemant of all the networks that make up the DDN, including the MILNET and
the ARPANET. All operational matters of the DDN should be referred to this office. e
Code B850 is also responsible for coordinating operational macters within the DDN gRRY
PMO itself, as weil as with other branches and divisions of the DCA. ) N

To provide operational management support for the DDN networks, Code B850 has
designated a person at the DDN PMO to act as the primary point of contact (POC) for
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operations for each of the DDN networks. Contact the NIZ on (800) 235-3155 for the
names of these persons.

o

7! |2roA
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4.2 DDN Configuration Management

DDN network configuration management is under the control of the Configuration
Management Branch, DCA Code B602B.

4.2.1 The Configuration Control Group (CCG) {:."
N
Matters pertaining to configuration management of the DDN are decided by the :-.'L{:

Pg

Configuration Control Group (CCG). The CCG is chaired by the DDN PMO Technical
Manager and is made up of the DDN PMO Division Chiefs. Trouble reports, incident
reports, software patch requests, and requests for network configuration changes are
reviewed and approved or disapproved by this group.
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BLACKER BEE ICD

1.0 INTRODUCTION

1.1 The purpose of this document is to define the interfaces of the
BLACKER Front Ends (BFE). This document will define the services used
on the network or ciphertext side where the BFE interfaces to the
Defense Data Network (DDN) and will define the services offered on the
host (host or gateway) or plaintext side.

Host Network

Plaintext Ciphertext

Red-Side Black-Side
| HOST OR | | BFE | | DDN |
| GATEWAY | | | | PSN |

T —m e m------ N L L T

1.2 The BFE acts as a switch (DCE) on an X.25 network. As such the
BFE offers an.X.25 Standard Service interface to the host. Because of
the additional security functionality of the BFE, there are additional
requirements on the interface at levels above the X.25 layer. These
additional requirements as well as the specific details of the X.25
interface are defined in this document.

1.3 The following terminology will be used in this document. Units of
information at the link level will be referred to as frames. Units at
the network (X.25 level 3) level will be referred to as packets.

Units at the IP level will be referred to as datagrams. Information
passed to the actual destination may be referred to as messages with
an appropriate adjective as in ICMP message or AMPE message.

1.4 The BLACKER system on DDN uses the X.25 interface as a local
interface only. This means that the type of service offered does not
provide the end-teo-end services of X.25. The BFE will offer a version
of DDN X.25 Standard Service as defined in the DDN interface document
datod Dec 1983 with the restrictions and modifications defined in this
document. This interface will further conform except as described
below with FIPS PUB 100 dated 6 July 1983 and CCITT recommendation
X.25 dated 1980. The BEFE will not provide any support for BBN 1822
interfaces.

1.5 In this document, references to the Administration refer to the
Defense Communication Agency.

1.6 All values for fields defined in this document, unless otherwise
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designated, are decimal values. These values will be sent by the
binary representation of the decimal value unless otherwise noted.

2.0 HOST/RED-SIDE INTERFACE
2.1 PHYSICAL LEVEL
The BFE will conform to the following specifications:

1. "DEFENSE DATA NETWORK X.25 HOST INTEREACE SPECIFICATION" D.C.A.,
DECEMBER 1983

2. EIA STANDARD RS-449 NOVEMBER 1977
3. MIL-STD-188-114 MARCH 1976

The BFE will support the signals as listed on Table B-2 of DDN X.25
SPEC. Optional signals supported will be CCITT ID 141 and 142 on the
host side.

In RS-449 terms, the BFE will support all Category I circuits in the
balanced mode. The BEE will also support all TYPE SR mandatory
circuits for synchronous primary channel operation ( see RS-449 fig
5.1 ). The RS-449 37-position connector with a GLENAIR, INC. (or
equal) backshell will be used.

The BFE will present a Data Communications Equipment (DCE) interface
to the host.

The BEE will operate at speeds from 1.2 to 64 kilobits per second.
Data timing will originate at the DCE. RT will supply the data strobe
for RD. ST will supply the data request for SD, and TT will supply
the data aclknowledge/data strobe for SD. This implies that the DCE
will control data transfer rates via RT and ST, and the Data Terminal
Equipment (DTE) will use ST to generate the data strobe signal,TT.

The network UCE supplies timing to the BLACKER DTE and the BLACKER DCE
supplies timing to the host DTE. Note: The above signal names RT, RD,
etc. are related to the RS-449 names used below.

Only full duplex synchronous operation will be supported.
Interface signal electrical characteristics will be as defined by
MIL-STD-188-114. Interface signal functions, directions, and pin
assignments will be @s defined in RS-449,

The KG-84A is RS-449 compatible in terms of signal conventions.

S
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LISTING OF SIGNALS SUPPORTED BY THE BEE RED SIDE

‘
n
L]
A

PIN RS-449 ABBREVIATION DCE IS
1 SHIELD NC

2 SI +5

3 SPARE

4 SD BR

5 ST BG

6 RD BG

7 RS BR

8 RT BG

9 cs BG

10 LL UR

11 DM BG

12 TR BR

13 RR BG

14 RL IB-

15 IC -5

16 SE/SR IB+

17 TT BR

18 ™ UG

19 SG CIRCUIT GROUND
20 RC DCE CIRCUIT GROUND
il SPARE

22 SD ( see 4)

23 ST ( see 5)

24 RD (see 6 )

25 RS ( see 7))

26 RT ( see 8)

37 CS ( see 9)

28 IS IB+

29 DM ( see 11)

30 TR ( see 12)

k) RR ( see 1))

32 SS IB-

33 SQ +5

34 NS IB-

35 TT ( see 17)

36 SB -5

37 SC DTE CIRCUIT GROUND
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ABBREVTATIONS OTHER THAN RS-449 SIGNAL NAMES

GND CHASSIS GROUND

NC NO CONNECTION

-3 PIN PROVIDES MINUS FIVE VOLTS ( MARK, OFE, 1 FOR UNBAL )
+5 PIN PROVIDES FIVE VOLTS ( SPACE, ON, 0 FOR BAL OR UNBAL )
1B- PIN IS OPEN, INTERNAL BIAS OF MINUS FIVE VOLTS

IB+ PIN IS OPEN, INTERNAL BIAS OF FIVE VOLTS

BR BALANCED RECEIVER

UR UNBALANCED RECEIVER

BG BALANCED GENERATOR

UG UNBALANCED GENERATOR

2.2 LINK LEVEL
‘'he BFE will conform to the following Link Level specifications:

1. "DEFENSE DATA NETWORK X.25 HOST INTERFACE SPECIFICATION", D.C.A.,
DECEMBER 1983

2. "INTEREACE BETWEEN DATA TERMINAL EQUIPMENT (DTE) AND DATA CIRCUIT
TERMIMATING EQUIPMENT (DCE) FOR TERMINALS OPERATING IN THE PACKET
MODE ON PUBLIC DATA NETWORKS'", RECOMMENDATION X.25, CCITT, 1980

3. "COMMUNICATION PROCUCTS HANDBOOK", WESTERN DIGITAL CORP., JUNE 1984

At Level 2, the BFE will use the DDN X.325 High Level Data Link
Control, Link Access Procedure-Balanced ( HDLC-LAPB ) interface
protocol.

On the host/red side the BFE will be a DCE.

The interface specified in Boit Beranek and Newman Inc. (BBN) Report
No. 1822 will not be supported.

The HDLC-LAPB interface in the BEE will be implemented using the
Western Digital WD2S11AN-0S Packet Network Interface chip. NOTE: The
Defensa Communications Engineering Center (DCEC) certification of this
chip is still pending. This chip handles bit oriented, full duplex
serial data communications on its Level l/Level 2 interface side. The
computer interface side ures direct memory access.

The "Transparent Modes" offered by the WD2511 chip will not be used.
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2.3 PACKET LEVEL

2.3.1 The BFE will conform to the following Packet Level
specifications except as indicated below. Page references are to
specification 1. Paragraph references to specification 1 begin with a
D (as D2.1.1.1).

1. "DEFENSE DATA NETWORK X.25 HOST INTERFACE SPECIFICATION", D.C.A.,
DECEMBER 1983

2. "INTERFACE BETWEEN DATA TERMINAL EQUIPMENT (DTE) AND DATA CIRCUIT
TERMINATING EQUIPMENT (DCE) FOR TERMINALS OPERATING IN THE PACKET
MODE CON PUBLIC DATA NETWORKS", RECOMMENDATION X.2S5, CCITT, 1980

3. "INTERFACE BETWEEN DATA TERMINAL EQUIPMENT (DTE) AND DATA CIRCUIT
TERMINATING EQUIPMENT (DCE) FOR OPERATION WITH PACKET-SWITCHED DATA
COMMUNICATIONS NETWORKS", FED-STD 1041; EIPS PUB 100, 6 JULY 1983

2.3.2 (pg.3) Only DDN Standard Service will be offered. No provisions
for Basic Service will be made. Any call requests indicating Basic
Service will be rejected.

2.3.3 (pg.6) Only physical addressing will be supported. All BFE

ports will be assigned a physical address by the Administration. The
address will be 12 BCD digits. The address will conform to the format
dafined in D2.1.1.1 with the foiiswing restrictions. The F flag will
be 0. All addiresses will be 12 BL) digits, sub-addresses will not be
supported. Requests for Logical Aduressing facilities will receive a
CLEAR INDICATION packet with an appropriate diagnostic code (146).

2.3.4 (pg.-8) In D2.1.2.1 for the Type of Service facilicy, Standard
Service must be selected on all CALL REQUEST packets. Failure to
specify Standard Service will result in a CLEAR INDICATION packet with
an appropriate diagnostic code (155).

2.3.5 (pg.10) In D2.1.3, Protocol ldentification, DTEs must employ DoD
standard IP. The value defined for IP (11001100 binary, CC hex) must
be present in the CALL REQUEST packet. Selection of a different value
will result in a CLEAR INDICATION packet with an appropriate
diagnostic (156).

2.3.6 (pg.ll) Negotiated maximum packet size of 1024 octets is
strongly recommended in order to allow an IP datagram to (it within a
single X.25 packet. Maximum packet sizes of 128, 256, 512, and 1024
octets will be supported by the BFE. A packet size of 1024 is
xchuirod t;:r hosts accredited to operate at multiple s<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>